























dd if=/dev/zero bs=8192 of=/dev/hda

To make the process even more efficient, add the flag, “conv=noerror” so that dd will keep going despite
any I/O errors. This would make the complete syntax:

dd if=/dev/zero bs=8192 conv=noerror of=/dev/had
If you would like to fill the drive with random characters you can use 1 f=/dev/random.

While dd is available in all distributions of Linux, it is important to recognize that it can be found on
many Linux boot CD distributions. While these boot CD’s are free, they can be “buggy.” For this paper a
random sampling of ISO’s for five Linux boot CD’s were downloaded. One of the ISO’s could not be
burned to CD. Three others would not boot into a usable environment. Only one, Frenzy,” booted
successfully. “Frenzy is a "portable system administrator toolkit," LiveCD based on FreeBSD. It
generally contains software for hardware tests, file system check, security check and network setup and
analysis. Size of ISO-image is 200 MBytes (3" CD).” If you would like to try to find a Linux boot CD
that meets your needs and will work on your system, visit FrozenTech’s LiveCD list which lists 309 Live
CD/DVDs.” If you would like to take some of the guesswork out of the process it may be worth trying a
commercially available boot CD, such as the Farmer’s Boot CD.**

An extremely popular physical disk wiping tool is Darik’s Boot and Nuke which is a self-contained boot
floppy that provides multiple options for wiping a physical disk. It comes with the wiping tool previously
mentioned, Eraser, or it can be downloaded from http://sourceforge.net/projects/dban. It is a SYSLINUX
based boot floppy.

Sterilize™ is another free wiping tool that was designed to sterilize computer media in preparation for use in
computer forensics examinations. It is a DOS based tool and is designed to run from a DOS boot floppy.

Because computer forensics examiners must create forensically sound media for their examinations, all
computer forensics tools provide the ability to wipe an entire physical drive. While nearly all computer
forensics tools are available for a fee, there is one that is free and includes disk-wiping functionality. The
tool is ProDiscover Basic and can be downloaded from the Technology Pathways website.

Commercial Physical Disk Wiping Tools

There are several commercially available physical disk-wiping tools. As mentioned

earlier, all computer forensics tools include drive wi_ping functionality. AccessData, the developers of the
Forensic Tool Kit, has a utility called WipeDrive.2 Maresware has the tool, Declasfy.28 Ontrack
DataRecovery has the tool DataEraser.” An excellent tool that is reasonably priced and fairly fast
(depending on the system on which it is used), is Wiper,30 from Key Computer Service, Inc. It is a DOS
based tool and runs from a boot floppy. It is extremely simple to use and meets many of the specifications
mentioned earlier.

Verification

There are numerous disk-wiping tools available, and many of them will securely remove data from a hard
drive or other storage medium so that it is irretrievable. Regardless of what tool you are going to use, it is

“Frenzy - http://frenzy.org.ua/eng/

 Frozen Tech’s LiveCD List - http://www.frozentech.com/content/livecd.php

** Farmers Boot CD - http://www.forensicbootcd.com/

%> Sterilize - http://www.cybersecurityinstitute.biz/software/

2% proDiscover Basic - http://www.techpathways.com/DesktopDefault.aspx?tabindex=8 &tabid=14
*"WipeDrive - http://www.accessdata.com/products/wipe/

** Declasfy - http://www.maresware.com/maresware/df. htm#DECLASFY

** DataEraser - http://www.ontrack.com/dataeraser/

¥ Wiper - http://www.keycomputer.net/soft-hard.htm?



important to verify that it performs as promised. Many of these tools are marketed based on people’s
paranoia and lack of understanding of technology. A marketing pitch from the Evidence Eliminator Web
site’’ requests that you, “Protect Your Job, Property, Family, Car, Friends and Your Reputation - Before
It's Too Late!” (car? friends?). Testing the tool can be done by running the tool and then examining your
system using the hex editor of your choice. Win-Hex is a good choice. If you are wiping an entire hard
drive, simply specify a specific character with which to wipe the drive, then after the wiping is complete,
use a hex editor and search for all characters other than the one you specified. If nothing is found, the tool
performs as promised. It is important to validate your tool with a secondary source. Many wiping tools
include the capability to verify that it performed correctly, but it is a best practice to test with a tool other
than the one used to conduct the wiping. Although the site is a little out of date, Sarah Dean’s web site,
“Disk and File Shredders: A Comparison”32 discusses some options for comparing various tools.

A listing of wiping tools can be found in Appendix A.

Windows Swap and Page Files

Because so much information can be found in the Windows swap and page files, it is important to
overwrite these areas as well. In Windows NT, 2000 and XP, it is possible to edit the registry to allow the
page file to be cleared at shutdown. To clear the page file at shutdown, complete the following steps:

1. Start Registry Editor (Regedt32.exe)

2. Change the data value of the ClearPageFileAtShutdown value in the following registry key to a value
of 1: HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\ Memory
Management

3. [Ifthe value does not exist, add the following value:

Value Name: ClearPageFileAtShutdown Value Type: REG_ DWORD Value: 1

This change does not take effect until you restart the computer.33

In Microsoft Windows XP Professional you can configure the system to clear the page file at shutdown by
configuring the local security policy. This can be accomplished by going to:

Control Panel | Administrative Tools | Local Security Policy | Local Policies |
Security Options | Shutdown: Clear virtual memory Page File | Select Enabled

*! Evidence-Eliminator — http://www.evidence-eliminator.com

32 «Djsk and File Shredders: A Comparison” - http://www.sdean12.org/Comparison_Shredders.htm
*3 Microsoft Support Article 314834, “How to Clear the Windows Paging File at Shutdown,” -
http://support.microsoft.com/?kbid=314834
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Note: Setting the system to clear the page file at shutdown significantly increases the time it takes for the
system to shutdown.

With Windows 9x, there is no automated method to clean the swap file. Several things must be completed
before the swap file can simply and easily be cleaned. The default setting for Windows 9x systems is to let
the operating system control the size and location of the swap file, Win386.swp. With this setting, the
swap file is dynamic -- its size and location change depending on the needs of the system. To be able to
securely overwrite the swap file, you must specify a specific size for the swap file. This will keep it in the
same location, so multiple copies of the swap file do not exist on the drive. In order to do this, you should
go to “Control Panel”, “System”, click on the “Performance” tab and then “Virtual Memory” You will see
the following screen:

¥Yirtual Memory

These settings can adversely affect system performance and should
be adjusted by advanced users and system administrators only.

—Virtual memary

" Let Windows manage my virtual memory settings. (Recommended)

o et me specify my own vitual memory settings

Hard disk: [T\ 5411MB Free =]
Minirmum; |EDD j‘

. . e |
b axirnun: |EDD —

[~ Disable virtual memory. [Not recommended)

0K Cancel
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Select the “Let me specify my own virtual memory settings” option. Then set the Minimum and
Maximum options to be the same. There is some question as to the appropriate size for the swap file -- a
good starting point would be 64MB. If system performance is poor or you constantly receive out of
memory messages, you can gradually increase the size of the swap file. You will be asked to restart your
computer after making changes.

Once you have set a fixed size to the swap file, you can then boot to DOS and run a swap file wiping
utility. Using a DOS boot disk with the utility installed will work as well. WipePro+ includes the swap
file wiping utility, wipeswap.exe.

Steps to Securely Remove Files and Associated Data from a hard drive

1. Delete all files you wish removed from the system. When deleting files, use the key combination
“Shift + delete” which will immediately delete files, bypassing the recycle bin.

2. Delete all temporary files. This can be accomplished manually, but running Disk Cleanup will help
automate the process of removing files. In Windows XP, you can run Disk Cleanup by going to
“Start” | “Programs” | “Accessories” | “System Tools” | “Disk Cleanup.” Or you can go to “Start” |
“Run” and enter “cleanmgr” in the “Open” text box. Windows XP Disk Cleanup screenshot is shown
below.

&= Disk Cleanup for. (C:)

m’ More Options

You can use Disk Cleanup to free up to 524,091 KB of disk

<P space on [C:).

Files to delete:

0O A

@ Temporary Intemet Files 1,042 KB

[é] 0ld Chkdsk files 97,248 KB

2! Recycle Bin 18,993 KB

@ Temporary files 406,483 K o
Total amount of disk space you gain: 523,771 K

Description

Downloaded Program Files are ActiveX controls and Java applets
downloaded automatically from the Internet when you view certain
pages. They are temporarily stored in the Downloaded Program
Files folder on your hard disk.

I 0K ][ Cancel ]

3. Defrag hard disk.

4. Run file wiping utility to overwrite slack and free space.

5. Defrag hard disk

6. Run swap file utility. (If necessary for your OS — Windows 9x)

Thoughts and Considerations
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The steps outlined above make the process look fairly simple, but there are some issues to consider. With
the large disk drives in use today, this process can be exceptionally time-consuming. The biggest
consideration is which file wiping method to use -- Single Pass, DoD or Guttman, etc. The more
overwrites, the longer the process. Determining which method to use can be somewhat simplified if one
considers that overwriting data once will defeat all commercially available computer forensics tools. This
seems like a rather dramatic statement considering all of the standards that have been mentioned in this
paper. But computer forensics examiners test their wiping programs with a variety of tools used to conduct
computer forensics examinations. I have made this statement publicly from the podium at numerous
security and computer forensics related conferences and seminars. I have only been challenged once, and the
challenge came from an individual who stated that his agency had been able to recover data that was
overwritten three times by using a proprietary piece of software his agency had developed and the process
was conducted in a vacuum. This certainly goes beyond the scope of the term “commercially available.”
Despite his claim, I have not been able to confirm whether this is possible or if anyone has ever duplicated
his results. I would welcome any information regarding this process.

The value and sensitivity of the information contained on a hard drive will determine the number of
overwrites necessary and how often the overwrites are performed. A salesman’s laptop may only need to be
“cleaned” once a month, whereas an R&D laptop may need to be “cleaned” everyday. An acceptable level
of risk will have to be determined by the corporation.

I have often been chastised by both security professionals and computer forensics experts for writing this
paper. They believe that 1 have provided instructions to the “bad guys” on how to cover their tracks.
While someone could destroy evidence by following the recommendations in this paper, here are several
thoughts for security practitioners:

® The fact that deleted files can be recovered is discussed in numerous locations on the Internet. In fact,
“Evidence Eliminating Software” posts are made frequently to newsgroups with sexual themes and
content.

®  The process of wiping a hard drive is time consuming and processor intensive. If an individual wishes
to wipe free space and slack space on a computer currently in use, he must essentially give up using
the system while the wiping is in process. The process is processor intensive. The following Task
Manager screenshot shows CPU activity on a system while Eraser is being used to wipe the free space
on a drive.

2 Windows Task Manager

File Options View ShutDown Help
Applications | Processes Metworking | Users

CPU Usage CPU Usage History

Page File Usage History

Totals Physical Memory (K)

Handles 12277 Total 260572

Threads 475 Available 93084

Processes 58 System Cache 150848

Commit Charge (K) Kernel Memary (K)

Total 272484 Total 66116

Limnit 760100 Paged 58344

Peak 322372 Nonpaged 7772 13

Processes: 58 CPU Usage: 41% Commit Charge: 272484K [ 760100K




® Many tools do not perform as promised, leaving behind data. For a greater understanding of this, see
Matthew Geiger’s paper, “Evaluating Commercial Counter-Forensics Tools.”* He examined the
performance of six commercial tools and makes this statement in the paper, “Almost all the tools were
capable of wiping data so that it was not recoverable using conventional software-based forensic tools.
However, all the tools missed some data they were intended to expunge or had bugs that impaired
their performance. In some cases, extensive recovery of targeted data was possible. Further, each tool
produced a distinct operational signature that could point to its use, even on media on which no
software installation artifacts were present.” This paper is extremely interesting and very valuable for
computer forensics examiners looking to identify the use of these tools.

® If an individual is actively involved in inappropriate or illegal activities, he will have to use these
tools frequently, which can be problematic due to time and processor requirements to accomplish this.

A technologically sophisticated “bad guy” will have greater success in covering his tracks than a white-
collar criminal whose technical expertise is limited to word processing and sending email.

Legal Issues

It is important to note that while these tools are often designed to protect privacy and personal information,
they should not be used in response to litigation. If a person is served notice of litigation, he should
immediately take steps to preserve all data relevant to the matter. One should not immediately install a
privacy- or wiping tool to remove all data on a hard drive. This action can have devastating consequences,
the first of which can be financial sanctions levied against the party involved in using these tools. The
second issue is that if relevant material is destroyed, the judge can issue what is known as a “spoliation
inference.” A spoliation inference is presented to the jury and basically states that since no one has been
able to review the data that was destroyed, the jury can infer that the material contained evidence supporting
the plaintiff’s claim. If it is brought out in court that a person has used these tools, it can severely damage
his claims. An excellent example of this is Kucala Enterprises v. Auto Wax, where the judge stated that
“The Court is not convinced that Kucala did not act willfully and with the purpose of destroying discovery
by purchasing and then using Evidence Eliminator on his computer. Any reasonable person can deduce, if
not from the name of the product itself, then by reading the website, that Evidence Eliminator is a product
used to circumvent discovery. Especially telling is that the product claims to be able to defeat Encase, the
forensic imaging program used by Auto Wax to inspect Kucala’s computer. Kukala knew that Auto Wax
planned on using EnCase software, and he proceeded to install Evidence Eliminator anyway, even after he
was advised by counsel not to use it.” The conclusion of the judge’s report shows the significance of this
activity: “Kucala has engaged in egregious conduct by his flagrant disregard of a court order requiring him
to allow the inspection of his computer and his utter lack of respect for the litigation process.”35 Mr.
Kucala’s actions resulted in the dismissal of his case and the payment of a portion of the defendants’
attorney’s fees.

Because of the “duty to preserve” data and material during litigation, businesses should think carefully
about implementing any type of disk sanitizing or wiping program. If a program is implemented it should
be consistent and applied “evenly” throughout the organization. Steps should be put in place to suspend
the wiping program if served notice of litigation.

Other Issues

** Evaluating Commercial Counter Forensic Tools -
http://www.dfrws.org/2005/proceedings/geiger _couterforensics.pdf

P Kucala Enterprises v. Auto Wax, May 23, 2003 Report and Recommendation -
http://www.guidancesoftware.com/corporate/downloads/whitepapers/KucalaVsAuto Wax.pdf

14



It has been reported that at least one tool had problems accurately wiping drives that utilized a Disk
Configuration Overlay (DCO).36 Additionally not all tools will wipe the Host Protected Area (HPA) of a
hard drive.

%% ExpertEraser Device Configuration Overlay Disk Wiping Security Issue -
http://secunia.com/advisories/15347/
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Appendix A

Utilities
Note: This listing is not comprehensive and it is not meant as an endorsement. This list is provided as a starting
point for those interested in finding a tool for their specific situation or for those interested in conducting further
research on this topic.

Free Tools

Disk Scrub Utility (Linux) - http://sourceforge.net/projects/diskscrub

Sure Delete - http://www.wizard-industries.com/

Kill Disk - http://killdisk.com/

Darik’s Boot and Nuke - http://sourceforge.net/projects/dban

Instructions for Solaris systems - http://www.sun.com/software/solaris/trustedsolaris/ts_tech faq/faqs/purge.xml

Commercial Tools

Wipe Expert - http://www.voodoofiles.com/31452

MediaWiper - http://www.whitecanyon.com/mediawiper-erase-hard-drive.php
Disk Wipe - http://www.dtidata.com/products_disk wipe.asp

Drive Cleanser - http://www.acronis.com/enterprise/products/drivecleanser/
cyberCide - http://www.cyberscrub.com/cybercide/

M-Sweep Pro - http://www.secure-data.com/ms.html

Declasfy - http://www.maresware.com/maresware/df htm#DECLASFY
Disk Wiper - http://www.secure-data.com/ms.html

Stellar Wipe - http://www.stellarinfo.com/file-eraser.htm

R-Wipe & Clean - http://www.r-wipe.com/

Quickwiper - http://www.quickwiper.com/

Expert Eraser - http://www.experteraser.com/disk-eraser

Disk Redactor - http://www.cezeo.com/products/disk-redactor/
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